COLLEGE OF SOUTHERN NEVADA
POLICE DEPARTMENT
Internal Audit Report
July 1, 2012 through September 30, 2013

GENERAL OVERVIEW

The CSN Police Department (CSNPD) is responsible for providing security and
protection services on campus. They are also responsible for maintaining and investigating
crimes and incidents on campus, notifying the campus community of crimes and concerns of
public safety, and to annually publish and distribute the Jeanne Clery Disclosure of Campus
Security Policy and Crime Statistics.

CSNPD is managed by a Chief that reports up to the Senior Vice President, Finance &
Administration. Additional staff includes one Lieutenant, two Police Sergeants, eight Police
Officers, an Assistant to the Chief (non-sworn) and fifty eight contract security officers (non-
sworn).

CSNPD has offices located at each of its three main campuses; Charleston, Cheyenne and
Henderson, and will dispatch individual officers to the Urban and Rural Learning Centers upon
notice. CNSPD’s Public Safety division operates 24 hours a day, 365 days a year. The
department operates a 24 hour a day emergency phone line that is manned by a trained security
officer. In addition, CSNPD maintains working relationships with numerous other law

enforcement authorities, which are outlined in Memoranda of Understanding.

SCOPE OF AUDIT

The Internal Audit Department has completed a review of CSNPD for the period of July
1, 2012 through September 30, 2013.

Our review was conducted in accordance with the International Standards for the
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Professional Practice of Internal Auditing issued by the Institute of Internal Auditors, and
included tests of the accounting records and other auditing procedures, as we considered
necessary. The tests included, but were not necessarily limited to these areas.
1. Reviewing evidence records and storage controls.
2. Testing expenditures for reasonableness, supporting documentation, and proper
approval.
3. Examining and testing equipment inventory, telephone charges, and employee leave
records.
4. Reviewing contracts for compliance with Board of Regents and Nevada System of
Higher Education (NSHE) guidelines.
5. Reviewing personnel records for evidence of required officer training requirements.
6. Reviewing citation management records.
7. Testing compliance with state and federal reporting requirements.
8. Reviewing firearms controls, including testing of inventory.
9. Reviewing information technology (IT) controls.
In our opinion, we can be reasonably assured that CSNPD is operating in a satisfactory
manner. However, implementation of the following recommendations would further improve

operations.

EVIDENCE CONTROLS

Our review and testing of evidence noted it was properly identified, bagged, secured, and
transported to the Cheyenne Campus for storage in the evidence room. However, we did note
the logbook used to record the receipt and release of evidence was missing information required

by the policy manual. Section 804.5 of the CSN Police Department policy manual notes the
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property officer will record his/her signature to the logbook when signing evidence in or out, and
will record various descriptive information to the logbook related to the evidence.

We recommend the evidence logbook be updated to include signature and description
blocks to facilitate the property officer’s entering of required information, which will strengthen
chain of custody documentation.

Institution Response

The College of Southern concurs with this recommendation. The CSN Police
Department revised the Evidence Log (Attachment A) to include an item description box to
identify with greater specificity what the evidence is, and a signature box to record which
personnel have had custody of the evidence and when, along with the reason for their
handling of the evidence. These revisions to the Evidence Log will assist CSNPD personnel
by improving the documentation and tracking of all evidence as it moves in and out of the
evidence room.

Anytime an officer must access the evidence (for a court date, etc.), the officer must
contact either the supervisory evidence technician or the secondary evidence technician
(this is further described below). When one or the other of the technicians release the
evidence, they will not only ensure that the log is filled out completely for that specific
release of evidence, but will also spot check prior entries to ensure that the log is complete,
accurate, and has been completed in a timely manner. In that way, each will provide a
check on the other.

Our review also noted the annual unannounced inspections of the evidence storage areas,
and the annual inventory of evidence by a supervisor not directly connected with evidence
control, were not occurring as required by departmental Property and Evidence Policy 804.8.

We recommend the inspections and inventory of the evidence room be conducted as
required by departmental policy.

Institution Response

CSN concurs with this recommendation. One important note is that the referenced
departmental policy 804.8, Property and Evidence Policy is a part of the CSN Police
Department Policy Manual which was fully implemented at the beginning of the current
fiscal year (FY14), commencing on July 1, 2013. The period of this audit is July 1, 2012
through September 30, 2013. CSN Police Department is in the first half of the first year of

implementation of the new policies. The unannounced inspection of the evidence storage
area has not yet occurred, but will prior to June 30, 2014.
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The annual inventory of evidence conducted by a supervisor not connected with
evidence control will be conducted immediately upon reaching the anniversary date (June
30, 2014); the inspection will be conducted as specified within Policy 804.8.

Two CSN police department personnel are assigned to manage and operate the
evidence room; a police sergeant as the supervisory technician, and an officer as a
secondary evidence technician. Both attended a nationally-recognized training seminar
entitled, Managing the Property & Evidence Room offered by the Public Agency Training
Council as part of the National Criminal Justice Public Safety Continuing Education. Las
Vegas Metro Police Department hosted the event which targeted the needs of small to mid-
size agencies. The information gathered by CSNPD officers will be invaluable to the
continued success of the department’s appropriate handling and processing of case
evidence. A syllabus of the training class is (Attachment B) is provided for your
information.

STATEMENT OF REVENUES AND EXPENDITURES

The statement of revenues and expenditures based on the activity of the department’s

accounts is provided below. The statement is provided for informational purposes only.
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State Auxiliary

Funds Accounts Total
Balance, July 1, 2012 $ - $ 42,563 $ 42,563
Transfers-In - 195,450 195,450
Revenues
State Appropriation 3,268,585 - 3,268,585
Total Revenue 3,268,585 - 3,268,585
Transfers-Out - - -
Expenditures
Salaries 1,224,785 - 1.224,785
Travel 32,342 - 32,342
Operating 2,011,458 237,117 2,248,575
Encumbrances - - -
Total Expenditures 3,268,585 237,117 3,505,702
Balance, June 30, 2013 $ - $ 896 $ 896
Balance, July 1, 2013 $ - $ 896 $ 896
Transfers-In - - -
Revenues
State Appropriation 3,463,100 - 3,463,100
Total Revenue 3,463,100 - 3,463,100
Transfers-Out - - -
Expenditures
Salaries 313,774 - 313,774
Travel 8,067 - 8,067
Operating 330,529 20,888 351,417
Encumbrances 2,578,450 293,033 2,871,483
Total Expenditures 3,230,820 313,921 3,544,741
Balance, September 30, 2013 $ 232,280 $ (313,025) 1 $ (80,745)

Note: 1. Deficit due to encumbrances. Anticipate revenue to cover expenditures when due.
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The Internal Audit Department appreciates the assistance and cooperation received from

the CSN staff during this review.

Las Vegas, Nevada
November 15, 2013

Al v

An’drea H. Kelley
Internal Auditor 11

é/ o g /ﬂ{u

J Vito Hite
Internal Audit Manager

Sandra K. Cardinal

Assistant Vice Chancellor for Internal Audit

(AUDIT COMMITTEE 02/28/14) Ref. A-13, Page 6 of 11



ATTACHMENT A

College Of Southern Nevada Police Department

Evidence Log

Report #: Date:

Officer:

Item Description:
1.
2!

4.

Comments:

Evidence Date in: Officer:

Signature:

Evidence Date Out: Officer:

Signature:

Evidence Date in: Officer:

Signature:

Storage Location:

Report #: Date:

Officer:

Item Description:
1.
2.

3.

Comments:

Evidence Date in: Officer:

Signature:

Evidence Date Out: Officer:

Reason;

Signature:

Evidence Date in: Officer:

Signature;

Storage Location:
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Managing the
Property & Evidence Room
“For Small to Mid-Size Agencies”
“Complies with CALEA Standards”

Seminar Agenda

Managing the Property & Evidence Room
“For Small to Mid-Size Agencles”
“Complies with CALEA

December 8, 10 & 11, 2013 +Las Vegas, Nevada

Course Objectives:

To provide participants with a basic understanding for the legal
and ethical rewjrenmislnardarhpmpedymt a

i evidence - | property management syslem.
Famiiarize fellow law enforcement professionals with the
mmmnmmmmmm«a
properly room environment. Encourage one another 1o
exchange ideas to improve the understanding and functionality
dumﬂymmmmmmwnhlmlmm.
. Property Room Problems and Solutions

Policles m& Procedures

. Packaging
. Security’
. Management Theories
. Events and Trends
. Property Room Layout
. Storage Management
. Documentation
. Purging
. Dispositions
. Audits and Inventories
. Miscellaneous Handouts and Sample

Forms
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COLLEGE OF
SOUTHERN NEVADA

Memorandum

Senior Vice President, Finance & Administration

TO: Scott Anderson, Audit Manager
NSHE

FROM: Patricia Charlton
Senior Vice President, Finance & Administration

SUBJECT: Response for College of Southern Nevada Police Department Audit
For the period July 1, 2012 through September 30, 2013

DATE: January 16, 2014

Attached is the initial response to CSN Police Department audit for the period from July 1, 2012 through
September 30, 2013. The recommendations and status of corrective actions are provided below.

# Recommendation Agree Completed
1. Evidence Log Book Yes The Evidence Log was revised to include an item
We recommend the evidence loghook description box to identify with greater specificity
be updated to include signature and what the evidence is, and a signature box to
description blocks to facilitate the record which personnel have had custody of the
property officer’'s entering of required evidence and when, along with the reason for
information, which will strengthen their handling of the evidence. A copy of the
chain of custody documentation. revised form is included with the response as
Attachment A.
There are two evidence technicians: 1) a
supervisory tech and 2) a secondary technician.
When one or the other releases evidence, they
will take the opportunity to spot check prior entries
to ensure that the log is complete, accurate and
has been completed in a timely manner. Each will
provide a check on the other.
2. Inspections of the evidence storage Yes CSN concurs and also advises that the

area

We recommend the inspections and
inventory of the evidence room be
conducted as required by departmental

policy.

departmental policy cited in this recommendation
was not implemented until July 1, 2013 at which
time the entire revised CSN Police Department
Policy Manual was put into effect. Since the
Department is now (in January 2014) within the
first half of the first year of implementation, the
unannounced inspection will occur prior to June
30, 2014; the annual inventory of evidence
conducted by a supervisor not connected with
evidence control will occur immediately upon
reaching the anniversary date of June 30, 2014,
as is specified in CSNPD Policy 804.8.
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Scott Anderson, Audit Manager

Page 2

Audit Response — CSN Police Department for the period 7/1/12 through 9/30/13

2. Inspections of the evidence storage
area (continued)

The evidence technicians attended a nationally
recognized training seminar Managing the
Property & Evidence Room offered by Public
Agency Training Council as a part of the National
Criminal Justice Public Safety Continuing
Education and hosted by Las Vegas Metro Police
Department. This training was directed towards
small to mid-sized departments; a syllabus was
included with the audit response as Attachment B.

The Audit Committee Agenda Request form is also attached. Please let me know if you have any

guestions regarding this information.
Thank you!
PAC:mte

c: Michael D. Richards, President

Darryl Caraballo, Chief, CSN Police Department

Mary Kaye Bailey, Associate Vice President for Financial Services/Controller
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